An Action Plan for
Digitising European Industry
DRAFT
23 December 2015

DG CONNECT, European Commission
Components and Systems
1

The challenge of digital transformation

Supply

Demand

Broad digital transformation
of all industry:
the driver for the
competitiveness of
Europe's digital sector

A strong digital sector:
the foundation for a successful
digital transformation
of all industry in Europe
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3 Dimensions of Value Creation from Digitisation:
Products, Processes and Business Models
• "Digital inside": Innovations in all types of products
•

Smart connected objects (or IoT) powered by e.g.
•

•

Sensors, wearables, embedded software, autonomy, Big data, Cloud …

Large opportunities in all sectors (Non-tech, high-tech, SMEs, etc)

• Digital transformations of processes
•

From logistics and product design to shop floor automations and CRM
•
•

Increasing resource efficiency, productivity, ..
Built on IoT, digital design, robotics, laser technologies, big data,..

• Radical/disruptive changes in business models
•

Blurring the boundaries (products-services), reshuffling value chains
•
•

XaaS, 3D Printing & customisation, CRMs, maintenance, A Value services
Built on real time information, data analytics, etc..
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The 'digital inside' value chain

Critical Value
chains

~40% of
Added Value

~35% of
Added Value

Components
Electronics, photonics
ICTdevices
~40% of
Added Value

~50% of
Added value

Digital Process Innovation in Manufacturing
Modelling, Simulation, Analytics

Robotics, automation, artificial intelligence

Process chain optimisation based on
IoT and Cyber-physical systems

Laser-based and additive manufacturing

Transforming the Business Model

Blurring Boundaries of Products and Services

The trend
Products
Products

Services

Services

ICT sector

ICT sector

Trends in business models
−
−
−
−

XaaS (anything as a service)
"Sharing" economy
"Reintegration" across the value chain
Des-intermediation
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Foundations and Opportunities
of Digital Transformation
Digital Drivers:

1. Big data and Analytics
2. IoT and CPS: connected smart objects
3. Autonomous systems, artificial intelligence
4. Additive manufacturing
enabled by lower power - high performance components

Opportunities
through
Digital
Digital Transformation:
Transformation

 High growth Smart X and IoT markets
 Growing vertical markets
 Next digital champions may as well
come from "non-digital" industries

World Class
Infrastructures:

1. Cloud
2. HPC
3. Broadband and 5G connectivity

Good Framework
Conditions:
1. Trust & Security
2. Standardisation &
8
Interoperability
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Digital Industry: Where does Europe stand?

• Strengths
• Professional and vertical markets (products and services)
•

Components, business software, Industrial and professional service
robotics, automation, network equipment

• World class R&D hubs
• Good infrastructure
• Size of EU market (~27% of world ICT market)

• Weaknesses
• Consumer markets, Internet and web products and services
•

From components to applications, Data platforms' ownership

• Structural weaknesses
•

•

No DSM yet (substantial impact on attractiveness to investment
including VCs, BAs, etc..)
Lagging in investment in R&D
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Digitising Industry:
The Digital Transformation Challenge
• Strong digitisation in high tech industries and in some MSs.
• But:
• Slowness and disparities in adopting digital solutions across
industries and regions
•
•

Mainly SMEs and non tech sectors lagging behind
Less than 2% of SMEs use advanced digital technologies

• New competition from non-EU consumer platform owners
•

e.g. Operating Systems, Web and Data platform owners

• Fragmented landscape of standards and lack of interoperable
solutions
• Need for digital skills and re-skilling of work force
• Legislative and regulatory gaps
• Fragmentation of effort in Europe

11

Digitisation readiness: disparities in Europe
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The way forward:
an EU-wide Strategy and Action Plan
Speech of Commissioner Oettinger
at Hannover Fair 14 April 2015
Objective: Making sure that any industry in Europe, wherever it is
located, can make the best use of digital technologies while adapting our
workforce to the change

An EU wide strategy for digitisation, building on and complementing
national initiatives, can ensure "scale", mobilise actors with value chains
spreading across Europe and support interoperability and standardisation.

http://europa.eu/rapid/press-release_SPEECH-15-4772_en.htm
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A Series of Interactions with Stakeholders
• Two roundtables with Commissioner Oettinger so far:
• Objectives: Share experience, gather input of what needs to
be done in public policy and at which level (Regional, national, EU )
•
•

Roundtable, June 2015: Representatives of national initiatives
Roundtable September: Industry + national initiatives

• + series of workshops and a webinar in various areas

• First findings:
• Issues of importance: Access to technology for SMEs and non
tech industries, Data ownership, Platforms ownership,
security, standards, skills,..
• Need to act fast at all levels, EU actions to build on and
complement national initiatives
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Two pre-conditions and four lines of action

• Preconditions
• A true Digital Single Market: Essential for attracting investments
and enabling business growth - Proposed in May 2015
• Easy access to finance:
•

•
•
•

European Fund For Strategic Investments (EFSI) (>300 B€, priorities
include: innovation and digitisation)
European Structural and Investment Funds (ESIF),
Horizon 2020
National and regional programmes

• A four track "Digitising European Industry" initiative:
1.
2.
3.
4.

Access to latest technology for any business, anywhere in Europe
Leadership in digital platforms for industry: openness, standards,..
Skilling our workforce for digital change, rethinking the workplace
Adapting the legislation to eliminate barriers for digitisation
17

A Precondition: A real Digital Single Market

The goal
"The Digital Single Market means an area where the free
movement of goods, persons, services and capital is ensured
and where citizens and businesses can therefore seamlessly
access and exercise online activities under conditions of fair
competition, irrespective of their nationality or place of
residence."

Features
• Announced in May 2015
• Three pillars, 16 Actions, 18 Months to deliver
• Of importance for digitisation: Free flow of Data, security,
standardisation, …
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Access to finance: European Fund For
Strategic Investments (EFSI)
• What is it:
• 315 B€ of investment funds available
• Supporting investment in the real economy
• Creating an investment friendly environment

• Relevance to digitisation:
• Supports projects for the deployment of innovative
technologies including ICT

• How:
•
•
•
•

Guaranteed loans for investments
Equities and guaranteed loans for SMEs and mid-caps
> 25 M€ investments: directly to EIB
Less than 25 M€: intermediary banks and financial institutions
19
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Pillar 1: Spurring bottom up innovation
through innovation hubs

A digital innovation hub for every region providing any business
in Europe access to the most important digital technologies and
competences to master its digital transformation
Reinforcing supply and demand of digital technologies for all
industry, in particular low tech sectors, SMEs and mid-caps

Why EU level intervention?

• Not all MSs/regions have digital innovation hubs (market failure)
• Lack of regional/sectorial competence centres for digitisation
• Lack of support for supply-side actors to cross the valley of death
• Lack of access to finance and mentoring for businesses

• Stimulate sharing of best practices between initiatives
• Enable partnering between actors across different regions, e.g. to
complete value chains
• Enable access to expertise locally not available (multidisciplinary)
• Enable easier access to markets outside own region

How: At least a "digital innovation hub"
in every region

Digital Innovation Hub
R&D/Innovation agency

Innovation agency
Chamber of Commerce

Access to digital
technology

One-stopshop

One-stopshop

access to digital

Com
pete
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cent
re 1
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C
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C
C
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Innovation
nurturing

CC 2
Competence
centre 1

access to finance

technology

R&D/Innovation agency

One-stopshop

access to digital

technology

CC3
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access to finance

How: Competence centres at the heart of
digital innovation hubs

Competence centers

Digital innovation hubs

Services for digital transformation 1 Access to competence centres
of companies
2 Additional innovation services:
•
•
•

•
•
•

Supporting experimentation and
testing with new technologies
Supporting fabrication of new
products
Showcasing technologies in pilot
factories
Offering training courses
Brokering between users and
suppliers
Keep track of global developments

•
•
•
•
•
•
•

Mentoring services
Start-up support
Access to finance for growth
Advice on access to new markets
Advice on IPR and legal issues
Access to "living labs" to validate
new products or services
Awareness raising and scouting on
digital needs
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How: Build on and expand from
what is already there…
• Member states and regions initiatives
•
•
•
•
•

DE: 1 Handwerk and 5 Mittelstand 4.0 Competence Centres, …
NL: Smart Industry Field Labs
UK: CATAPULT – High Value Manufacturing Labs
FR: French Tech, …
…

• EU level starting point:
•
•
•
•
•
•
•
•
•

EIT KICs
I4MS (ICT Innovation for Manufacturing SMEs)
SAE (Smart Anything Everywhere)
ODINE (incubator for open data)
SESAME-NET (a network of HPC competence centers)
ActPhast (competence centers in photonics)
iHUBS (Future Internet innovation network)
RIF (Robotics Innovation Facilities in ECHORD++)
…

25

Status (EU support so far):
• ~150 M€ (2013-14)– 14 projects – 80 centres – 400 experiments
• ~75 M€ in 2015 (in contracting phase)
26

under the Factories of the Future

Smart Anything Everywhere under Components & Systems

Patterns of EU Competence Centers

How: Build on what is already there… –
Catapult in United Kingdom
Catapults are bridging the gap between
business and academia, helping to turn great
ideas into reality, by providing access to
world-class research and development
facilities and expertise that would otherwise
be out of reach for many businesses in the
UK. There will be 30 Catapults by 2030.
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How: Build on what is already there… –
Fieldlabs in The Netherlands
Fieldlabs: a practice environment in which companies and
knowledge institutions targeted further development, testing,
deploying and training of Smart Industry Solutions close to
operational environments. Goal: 10 Fieldlabs.

Fieldlab Campione: Making
maintenance in process
industry 100% predictable

Improving health of
animals through sensorbased monitoring
28

How: Build on what is already there…
Mittelstand 4.0 - Competence Centers in Germany

• Germany: 5 new competence centers to help SMEs and
mid-caps to master their digital transformation
•
•
•
•
•

Berlin/Brandenburg
Hessen (Darmstadt)
Niedersachsen (Hannover)
Nordrhein-Westfalen (Dortmund)
Rheinland-Pfalz (Kaiserslautern)

• German Plattform Industrie 4.0:
Map of >200 Best Practices
(Landkarte Industrie 4.0)
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…And fill the gaps through further
investments and networking
• Every region to establish at least one competence centre
• embedded in a digital innovation hub
• focusing on the region's "smart specialisation"
• ensuring specialisation and excellence

• Pan-European Networking for filling
missing competence gaps
• Ensuring access for every company
to all expertise needed
• Basis: Existing "digitising industry"
initiatives across Europe
Overview of Digital Manufacturing
Initiatives across Europe

EU-level Initiatives
 Application PPPs: FoF, SPIRE
 I4MS
 Smart Anything Everywhere
 ICT PPPs
Multi-region Initiatives
 Vanguard

United Kingdom
 High Value Manufacturing
 Innovate UK
 Action Plan for Manufacturing (Scotland)

Sweden
Produktion 2030

Netherlands
Smart Industry

Austria
Produktion der Zukunft

France
 Usine du Futur
 FoF Ile-de-France

Italy
 Fabbrica Intelligente
 Ass. Fabbr. Intell. Lombardia

Portugal
Produtech
European initiatives are in red
National initiatives are in blue
Regional initiatives are in green

Poland
 INNOMOTO
 INNOLOT
 Digital manufacturing for the SME
(Mazovia)
Germany
 Industrie 4,0
 Smart Service World
 Autonomik fur Industrie 4.0
 It's OWL (Ostwestfalen-Lippe)
 Allianz Industrie 4.0 (BadenWürttemberg)

Belgium
 Made Different
 Flanders Make/iMinds (Flanders)

European Commission
DG CONNECT, Unit A3, ML

Finland
 FIMECC PPP Programmes
(MANU, S-STEP, SIMP,
S4FLeet)
 Industrial Internet Business
Revolution
 IoT pilot Factory (IoT PFF)

Spain
Estrategia Fabricacion Avanzada
(Basque region)

Greece
Operational Programme in
Region Western Greece
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What ? Member States, Regions, Industry
Member States and Regions
• Analyse if current competence centers and digital innovation hubs
deliver all needed services
• Collaborate with digital innovation hubs of other regions to fill gaps
and facilitate specialisation and excellence
• Invest in new regional/national innovation hubs
(e.g. smart specialisation focus usings structural Funds (ESIF))
• Provide incentives for companies to use the services
(e.g. innovation vouchers)
• Investment: Up to 5 B€ in total
(from ESIF, EFSI, regional/national funds)

Industry
 Seize the opportunities to remain competitive
 Suppliers: Develop novel products/platforms for digitisation
31
 Users: Engage with competence centers and match public funding

What ? European Union

 I4MS, Smart Anything Everywhere, ActPhast, EIT-KICs, …
 Provide integrated pack of technological, financing, … support
 Focus on cross-border experiments

• Support pan-European networking of Digital Innovation Hubs
• Share best practices, success stories, training methods and material,
• Develop catalogue of Hubs, competences, and best practices
• Mobilisation of stakeholders in regions with no hubs for "cohesion"
•

Learn about best practices across Europe

•

Support feasibility studies and stimulate replication experiments

•

e.g. mentoring programme set up in I4MS

Investment from
Horizon 2020: 0.5B€

 Reinforce Competence Centers & Digital Innovation Hubs

• Promote use of other EU funds managed by MSs/regions
• SMEs/Mid-Caps window European Funds for Strategic Investment (EFSI)
• European Fund for Strategic Investment (ESIF)
32

Questions

• What are the challenges and barriers of adoption of digital
technologies by industry – in particular SMEs/mid-caps ?
• What services should a "digital innovation hub" offer ?
• How to stimulate regions to finance and set up digital
innovation hubs ?
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Pillar 2: Leadership in Platforms

Leadership in open digital platforms for industry

driven by European actors,
that any business can use to make its products,
processes or services ready for the digital age
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Scope and Features of
Digital Platforms for Industry
Characteristics of platforms supporting value creation
•

Reference architectures bridging the physical and the digital world and
creating innovation eco-systems which trigger broad value creation
across value chains

•

Multi-sided markets in which value is created through interaction
between two or more complementary groups of market actors

•

Development of standards and de-facto standards
• with a high degree of openness and interoperability
• emerging from industrial alliances across groups of representative actors
including competitors agreeing on what to cooperate and where to compete

•

Mechanisms allowing for organic growth of ecosystems e.g.
experimentation environments
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Examples for Digital Industrial Platforms

Health and
well-being Industry

Building / Home

Automotive
Mobility

Products
Energy

Agro-Food

Manufacturing of
goods and fluids

Functions

Processes

Marketplace
Big Data and Cloud
Autonomous systems/robotics/
artificial intelligence
Cyber-physical and
safety-critical Systems
IoT/Connectivity
Digital / electronic / photonic
components

Value
chain

Sectors

Why?

 On-line consumer platforms have been very successful in
the IT domain, ex. Google Android, Amazon etc.
 European players so far missed out to reap the full potential
of on-line platforms.

 Market failure: Difficult for an individual company to build
and invest in broad multi-stakeholder platforms
 Platforms will be crucial to capture markets of the future

 Convergence of IT megatrends makes platforms possible
 Open platforms provide a fast approach to innovations and
(quasi-) standards and broadly attract innovators
 Today's fragmented efforts often lead to sub-critical scale
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What? Part 1
Launch a Europe-wide platform effort
 Enrich engineering excellence with digital competence
 Build on EU strengths in vertical sectors such as auto, avionics,
energy, agro-food, manufacturing, chemical processing, …
 Increase weight/scale/scope by exploiting synergies through
horizontal integration (IoT, big data, …)
 Cooperate across functional layers of IT constituencies (IoT, big
data, computing, cyber-physical systems, …)

 Build alliances
 Including amongst competitors
"agree on what to collaborate / compete on"
 With strong user involvement
 Between industry and research
 With standardisation bodies (mandating standards development)
 Extending existing fora (Industry Associations, AIOTI)
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What? Part 2
Support large-scale platform projects
 Develop Reference Architectures for digital platforms
 to drive constituency building by defining a common language
and establishing a roadmap
 to allow cooperation of industry across the vale chain, across
industrial sectors and across functional layers

 Support experimentation environments, reference
implementations for platforms, digitally improved pilot lines
to attract complementary innovators in early stages
to facilitate agile and un-bureaucratic testbeds
to demonstrate functionality of solutions
to test and validate interoperability
to create incentives for user involvement and to support
growth of the ecosystem
 to assess standards and derive standardisation needs






Overlap all stages of platform building to avoid fragmentation
40
and to act timely

Who? Part 1
 Member States and regions
• Create and reinforce infrastructure for experimentation environments
• Support platform building in national and regional programmes
embedding efforts in an EU-wide strategy from the outset
• Strategically support scaling up platform initiatives on a European
level using H2020 instruments like ECSEL, FoF, …

 Industry / Industry associations
• Contribute to and provide access to experimentation infrastructures
• Engage in consensus and platform building across value chains and
across competitors
• Collaborate in PPPs and JUs towards federating and strategically
aligning EU, MSs, regional initiatives
• Intensify strategic alliances and cooperation with other EU actors
e.g. in standardisation bodies and in international co-operation

 Social actors
• Assure that fair value creation in open platforms reaches the
employee and society
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Development in Public Private Partnerships (PPPs)
covering the whole digital value chain
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Who? Part 2
 European Commission:
• Pro-actively stimulate alliances and collaboration on and across
platforms to increase scale, impact, scope
•
•
•
•

Across industrial sectors (verticals)
Across functional layers (horizontal)
Across Member States and regional platform building activities
Coordinate dialogue with other world regions

• Make platform building a key priority in the remainder of H2020
•
•

In WP 2016/17: Pilot platform building ECSEL, FoF, IoT, Big Data
Target up to 30% of the budget of PPPs/JU/Focus Area in WP 2018 –
2020 to the building of digital platforms for industry:
– IT PPPs, Focus Areas, JU and Vertical PPPs (FoF, EeB, SPIRE)
– Ensure critical mass of support to x-cutting platforms as gateways for value creation,
e.g. require 30% of all platform effort to be x-cutting (vertically and/or horizontally)

•

JU(s) and PPPs to reinforce their federating role for strategic alignment
and mobilisation of resources across EU, MSs, Regional programmes

• Support access to local experimentation environments across
member states and regions
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Concrete targets

 Starting point
• ECSEL and ARTEMIS pilot projects (e.g. CRYSTAL), FI-Ware and
IoT pilot projects, national platform initiatives like RAMI or
Industrial Data Space (IDS)

 Investment
• 1B€ through H2020
 Up to 3B€ by MSs and industry

 Impact indicators for the period until 2020
• Launch x new platform projects per year in the IT PPPs
• Launch x new platform project in vertical PPPs
• Acceptance of newly created platforms (e.g. AUTOSAR is
used by 95% of the car manufacturers worldwide)
44

Questions

1. What platforms are needed?
2. Does the "what" capture the needs in platform building?


Europe-wide platform initiative with large scale projects?



Core: Support experimentation environments at all stages
and reference implementations?

3. Who should do what? Roles of


European Commisson, MSs and Regions



Industry, Research, social actors, …
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Pillar 3: Filling the skills gap

47

Digital skills for whom?

48

Why digital skills must be high up the agenda

• Impact of digitisation on the labour force.

• 90% of jobs require some level of digital skills whatever the sector;
all jobs will change and many will disappear.
• One third of the EU workforce has insufficient digital skills

• 40% of enterprises trying to recruit ICT professionals have difficulty
doing so.
• We estimate more than 800,000 vacancies for ICT professionals in
the EU by 2020.
• Impact of digitisation on society
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…but skills adapt slowly and education and
training is on permanent catch up
Facts:
• The specific skills in demand are changing at a higher pace than ever
• European education and training systems cannot respond quick enough
with new training courses

Need for Action:
• We need to define and monitor skills demand
• Develop more relevant curricula in schools and universities, focusing on
non-routine skills
• Provide better guidance to students and job-seekers about the jobs of
the future
• Retrain the current workforce.

Issues:
• Most competences in the field of education and training at national and
regional level.
• Retraining of the workforce needs to take place in companies and
therefore strong involvement of the social partners is necessary.
• A joined-up approach involving all stakeholders such as, EU, Member50
States, companies and education providers is necessary.

What has been done so far
to address the gap?
• Communications on Re-thinking Education and on Opening-up
Education, eSkills for Jobs strategy and communication campaign,
… Education and Training 2020
• Grand Coalition for Digital Jobs (March 2013) multi-stakeholder
partnership (education, business and employment) to tackle the ICT
professionals skills gap through:
•
•
•
•

Concrete local actions on the ground
Job placement programmes and ICT trainings
Alignment of degrees and curricula with labour/job market needs
Motivating young people to study ICT and pursue related careers
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National/Local Coalitions for Digital Jobs

• 13 national coalitions: BE,
BG, CY, EL, IT, LV, LT, MT,
NL, PL, PT, RO, UK
• To follow: HU, ES, AT, DE,
…
• Local coalitions are often
stepping stones for national
coalitions
• Toolkit to guide
stakeholders in set-up
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Pillar 3: Actions
• Using digital innovation hubs for skills development
• Competence Centres will provide training to SMEs
• They will also advise SMEs on available funding for skills development (like the
European Social Fund).
• From their contacts with SMEs they will understand training needs and
communicate this with training providers and national digital skills platforms.

• Digital transformation of industry in the Grand Coalition
• Connecting industry stakeholders with the Grand Coalition, to stimulate dialogue
and commitment from industry to take action in addressing changing skills needs
due to digitisation.

• More attention to skills within Horizon 2020
• If appropriate, projects should describe the skills demand that arise from the
projects results.

• Social dialogue on the impact of digitisation on work
• Connect industry-related interests to on-going dialogues
53

Indicators

• xx % of the current workforce in industry have xxx level
of digital skills.
• xx % less difficult to recruit ICT professionals within
industry.

54

Questions

1. Do you think innovation hubs could be well placed to advise on
training and funding opportunities?
2. Is it worth considering mainstreaming skills development and reskilling efforts in research projects financed by H2020?

3. How could the Grand Coalition for Digital Jobs deliver benefits to
the training of the workforce in the context of Digitising Industry?
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Pillar 4: Smart regulation for Smart Industry

Adapting regulation to eliminate
barriers for digitisation
• Regulatory issues already dealt with under the Digital Single
Market Package :
• Free flow of data, ownership of data
• Cyber security
• …

Action under Digitising Industry:
 Channel industrial interest into the on-going DSM dialogue

• Focus pillar 4 on relevant issues not addressed in DSM:
a. Autonomous and Artificial Intelligence-based systems
b. Emergence of the IoT
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Piller 4a: Autonomous and artificial
intelligence-based systems
• Advanced robots, autonomous and AI-based systems acquire
more capabilities and are safer to interact with
• Software and sensors become more capable and powerful
If Europe wants to remain competitive
through higher automation, legal issues
need to be tackled now
• Legal issues important to be addressed:
•
•
•
•

Liability
Health and Safety
Safety of software
Data protection (not covered by the DSM)

4a: Liability - problem

• Through the combination of sophisticated sensing, intelligent
processing and the ability to act and intervene in the environment,
ICT systems become more autonomous
• The more autonomous systems are, the less they can be considered
simple tools in the hands of other actors (the manufacturer, the
owner, the user etc.).

• This poses a challenge to current liability rules where a legal entity
(person, company, etc.) is ultimately responsible for such an
impact.

4a: Liability – questions

• How does the legal framework need to be adapted to
make applications like autonomous driving a reality?
• What other mitigation measures need to be considered
in this context?
• What is the relationship between EU rules and national
rules on liability? Can we come to a sensible division of
labour?
• How should we organise our stakeholder consultations?
What could other next steps be?

4a: Health and safety - problem

• Previous generation of robots considered unsafe to operate in close
proximity to humans
• For this reason, robots were often hidden behind security cages as
demanded in legislation and safety standards
• New generation of advanced robots, autonomous and AI-based
systems is equipped with advanced sensors
• They can ‘sense‘ when a human is in close proximity, slow down
their action or stop entirely without the need for a human
intervention

4a: Health and safety – questions

• Is our current framework for health and safety at work fit for purpose
for the new digitised shop floor where autonomous robots will work
alongside and in close proximity of human workers?
• What should the main thrust of the efforts be? Developing safety
standards or revising legislation?
• Is there a need for more product safety legislation for specific
applications (such as considered for drones)?
• How should we organise our stakeholder consultations? What could
other next steps be?

4a: A pro-innovation approach
to apps and software - problem
• Green Paper on mHealth  the public consultation revealed the
issue of a lack of safety and performance requirements for lifestyle
and wellbeing apps at EU level
• The issue is broader and applies to all non-embedded software:
 i.e. software including apps which are not embedded, nor
contained in a tangible medium at the time of their availability to
consumers
 e.g. digital models for 3D printing, apps in the smart home or for
mobility
• No provisions in EU legislation covering safety and liability aspects
for non-embedded software and apps
• Lack of protection for citizens in case of a defect/malfunctioning and
lack of legal clarity for businesses, impeding investment and crossborder transactions
• Need for a level playing field between online and offline world

4a: Safety and liability of apps and
software models – questions

• What are the issues and risks that apps and other non-embedded
software can pose to our safety? We would like to receive evidence.
• How should safety and liability of non-embedded software be
tackled? New legislation? Adapting existing legislation? Soft law?
• Should there be general or sector-specific safety provisions, e.g. for
health and wellness, smart homes?
• How should we organise our stakeholder consultations? What could
other next steps be?

4a: Data protection - problem

• Autonomous systems (have to) monitor the environment and
probably store some of the information

• Manufacturing environment: production machines monitor
environment, potentially including the workers and their
performance, and use this information to adapt the manufacturing
process

4a: Data protection – questions

• How is non-personal data exactly defined? Can performance data of
employees be considered non-personal data?

• Does it make a difference whether or not the data is stored (many
autonomous systems might only process the data immediately
without storing it)?
• How should we organise our stakeholder consultations? What could
other next steps be?

Piller 4b: Emergence of the IoT
• The Internet of Things represent a megatrend towards digitisation
where all objects and people are interconnected
Objective is to achieve a single market for the
Internet of Things, where any device can plug
and play in a trusted way without hindrance
from national borders

Legal and regulatory issues important to be addressed:
• Telecom Spectrum
• Data protection (not covered by the DSM)
• Liability

Piller 4b: Emergence of the IoT - Problems

• A telecom framework conducive to an IoT single market
o Telecom spectrum needs for IoT

• Data protection and use
o Mandate access to privately owned data and the re-usability beyond its initial purpose
of collection
o ePrivacy provisions on security, traffic, location data and confidentiality to IoT devices
o Best practices for IoT security and trust, e.g. collected by the European Network
Information Security Agency (ENISA)

• Liability
o Need for a liability framework to respond to IoT-liability challenges
o Need for a code of conduct for liability issues in relation to IoT data services
o Management of requirements for pre-market product testing and certification

Pillar 4a+b: Actions

• Until summer 2016: Consult and study issues in more detail
and identify legislative and regulatory needs
• in collaboration with industry and MS bodies

• Until end 2016: Derive an action plan for eventual regulation
• in dialogue with Member States bodies and working groups
• in collaboration with relevant DGs and EU bodies
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Outline

• Digital innovations: What is at stake ?

• Where does Europe stand ?
• Digitising European Industry Action Plan
• Prerequisites: A European digital single market and
access to finance for digital innovations
• Pillar 1. Wide spread adoption by all industries
• Pillar 2. Leadership in platforms
• Pillar 3: Filling the skills gap
• Pillar 4: Framework conditions for attracting
private investment

• Governance, monitoring and reporting
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Governance
• High Level Digitising European Industry Roundtable
• Semi-annual in Brussels by Commissioner Oettinger
• 50 – 100 representatives of Member State initiatives, industry
leaders, RTOs, social actors, etc.
• Taking stock of progress and future recommendations

• Digitising European Industry Stakeholder Forum
• Yearly
• Extended stakeholder constituency covering the full value and
innovation chain including Member States, regions and civil society
• Broad consultation and outreach

• Working-level ad hoc groups per pillar and workshops
• Timing and location as needed
• Building on European, national and regional structures
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Monitoring

• Digital Economy and Society Index (DESI)
• https://ec.europa.eu/digital-agenda/en/desi

• Digital entrepreneurship scoreboard
• https://ec.europa.eu/growth/toolsdatabases/dem/monitor/statistics#/home

• Europeanised "Digital Index" of Institut fuer Deutsche
Wirtschaft Köln
• KPIs and impact assessment of PPPs
• Other existing indices
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Reporting

• Competitiveness Council of 28 May 2015 has requested
annual report on the progress - starting in May 2016
• Council Conclusions 8993/15

• Yearly Progress Report by Commissioner Oettinger
around April at Hannover Fair
• Afternoon 25 April 2016 Digitising European Industry Conference
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In brief !

• Towards an EU-Wide digital industrial strategy
• Develop the strategy in partnership with MSs, industry,..
•

E.g. Mobilise the PPPs: FoF, SPARC, …

• Cover full value and innovation chains
•

Special emphasis on adoption by innovative SMEs and non-tech
industries..

• Capitalize on the size of EU markets & diversity of strengths
• Smart specialization, co-operation, ...

• Ensure complementarity and scale of actions
• EU, Member States, Regions
• Horizon 2020, ESIF, national and regional programmes

• Implementation plan by April 2016
• Series of interactions in the coming weeks
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THANK YOU
Digitsing European Industry
http://ec.europa.eu/digital-agenda/en/digitising-european-industry
Digital Agenda - Components and Systems
https://ec.europa.eu/digital-agenda/en/about-components-systems
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